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MMNNN MY [DINQ NWION NI'Y7 ,N7971VNRN NNINN 7Y 172Nn0KN TI?7 DINA7 X' DNNIA7RN DNon
NX7NN NIZRIYZII9N NN DY T2 T2 ,]101 X7 INWISY NITIRD 7¢ NN Iy'w? NN 720 nnavl
NIN'AY 1917 NI'OITIVO NIDIN DA 77100 172N0KN NITIPOY D'V'AN ¥ NION ,NT [DINA .N'DINN 7w
19> D"VVO D'NIYOND DITAN 17X D'NIYON N'NNAXRN NDINNA NIY NIXIIN 9% 7277 ,(debugger)
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2V D'WUYIN ,0Nam MR NN 7Y 0'NIRYS NNS5WN IXNNN NN KIN (static disassembly) 'ovo nnyo
V191 nxn K77 noin

L1200 NVl "IN 12avn 707 1ax1' D'UVO D'NIYD 'AI0 Y
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172N0KX NIYD NIDIN AN YIN'Y 1A D'YIY N 0IW9NI Y191 KN (linear sweep) 'IX'1'7 1ayn
,121'Ka DATIMD NN NN 7y '3 1avn My yxian Davnn L(debugger) NIXaW 11917 NIDINI
DA YXJNN MIN12'7 12uNn A1V [9INA NNAYISN 172Nn0X NTIRD 72 AWUXD ,TIPN 7W NIIWKIN NIvnn
JDMn 7w (link) Nt ata nevrrooIR v 0onna

12ayn NP O(n) NR2INN 7T1IA7 0N NN YIX [AT NMWONN K'Y 122 NNNK 7V NN IT no'wy
:N2N DNMIA7RA DATIAY '9) O(1) 77122 [N2'TI NDINN 7V NNK N1

global startAddr,endAddr;
proc DisasmLinear(addr)
begin
while (startAddr < addr < endAddr) do
| := decode instruction at address addr;
addr += length(l);
od
end

proc main()

begin
ep := address of the first executable byte;
startAddr :=ep;
endAddr :=startAddr + text section size;
DisasemLinear(ep);

end

VYO MDY AN AN ;1 R
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JDINN 7W NN NTIRIN AAMT 'Y NN MY yXIan (recursive traversal) 120N Navn
[91Xal ,(b1,b2,..) 7'vOn7 N71D' K'NW NI¥PAIDN NN 21 INKY? ,N0'IDN NM¥PAID NN NINIA NV'WN
.(c1,c2,...) N7'YoN X'NY NIYZAI9N NX [NAN NINW bi N'X2219 72 11y 2o

NU'WN DX D'ATN NAD DNMIRZRD



global startAddr, endAddr;
proc DisasmRec(addr)
begin
while (startAddr < addr < endAddr) do
if (addr has benn visited already)
return;
| := decode instruction at address addr;
mark addr as visited,;
if (1 is a branch or function call)
for each possible target t of | do
DisasmRec(t)
od
return;
else addr += length(l)
end

proc main()
begin
startAddr := program entry point;
endAddr :=startAddr + text section
size;
DisasmRec(startAddr);
end
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Code for accessing the jump table Jump Table

. . . BaseAdd
switch (i) { (1) r := evaluatei ase ’ — code for case 1

caseO: ... (2) if r2 N goto defaul 1 — L » code for case 2

casel:.. (3) r*=4

(4) r+=BaseAddr

caseN-1:.. (5) jmp *r

default: ...
}

N-1 — code for case N-1

(a) Source Code (b) Implementation using a jump table

switch-case vown Hw 7¥°5p NAY MIYHY NPWHR VW 13 TN

MRITMWe  2.6.4
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YIT X7 19182 71MA
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1220 NINT DYONAY NINIPNA NINN 7Y TIpn 7707 D'walwn 0'N2 DNNIAYRN '97 01101 7197un
TI{72 0'9011 NINIPNA XN DNNNYRD LIZRN DINIZAN 1901 NIX 2'NINY7 7T .NINN VIND] VIADYT
.0'YaIvn 0N 0'dn7 [N DN
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DINY D'N2 4 D7TIAYW mov 4(%esp),%eax NTIEON KNAIT? ,NNXY NTIFON 77122 17N [N21'0N 7NN
(4 R nXY) oM I IR 2,1 1A nooin nirnt 0ot ,'8b 44 24 04!

'inc -> waonNnn '44 24 04' pINN DY D'NA AYITY D752, NRINATIRD NIX TNX N 7w vo'n L1
.Y%esp'

Sand $4,%al' -> wnonnn '24 04' pIMn Dy NFRIN ATIRO 1IN 0N Y 7Y Vo'
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Memory 1 bytes off 2 bytes off 3 bytes off
Actual disassembly bytes (hex) (synchronized in 2 instr.) (synchronized in 1 instr.) (synchronized in 3 instr.)

8b
inc %

mov 4(%eax), %eax — 44 }mcesp fffffffffffffffff

24

04

3,
44 } Inc %esp

add 12(%esp), %eax — b

24

Oc

83

sub $6, %eax — e8

06

—and %12, al
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O class Code : ICode
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O class Function : IFunction
.0"0'01 0'?172 7W OIX — N'Yj7119 IRNN

O class BasicBlock : IBasicBlock
7172N0KX NIXIIN XD '0'01 #1721 INNN

O class AssemblyInstructionForTransformation :
IAssemblyInstructionForTransformation
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O class CodeInMemorylLayout : ICodeInMemorylLayout
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- B .
ICode A X IAssemblylnstructionForTransformation linstruction A
» Assemblylnstructions
Interface Interface Interface
* linstruction 2
* Properties
° Properties . Byt
es
& CodelnMemoryLayout | J# Functions # IsNew r *  Error

#  Nextinstruction

*  ErrorMessage
ICodelnMemoryLayout A IFunction A #  Previousinstruction s Lenath 7
Interface Interface B engt

Methods #  Mnemonic
* Properties * Properties SetOffset * Offset
) ®  SetPC *  Operands
#  CodeActualSizelnBytes #  AddressesRange L pC
»
#  CodePhysicalSizelnBytes #  Endinstruction
*  CodeVirtualAddress *  Startlnstruction Methods
#  EntryPointOffset ~ ¢ ToString
. -
*  ImageBaseAddress IBasicBlock
*  OffsetOfCodeinBytes leiace
#  RelocationDirectorylnfo
J Properties

K& BasicBlocks

*  AddressesRange

*  Assemblylnstructions
*  NewTansformedBasicBlock
#  NumberOfBytes

* Methods
GetAllBytes

NPy Mphnn (6 R
o wpm [Code, IBasicBlock,IFunction,lAssemblyinstructionForTransformation,lInstruction

Nahihpal

O struct RelocationDirectoryInfo IRelocationDirectoryInfo
J1"1DIN2 NIUND 7907 NI7I7YN N12IN2 NIAMdA 7D DX NN'TanN relocationsn N720 IR NIRNN

N'7RI001IN IN2IMDY7 0'0QN Processn N7y - NZRIVIN NAIMDN 7¥ 0'02N 7Y qOIN' 17X NIAIMDY
NNDIN2 NIAIND W' DN NNIPNAN 727 QOINN AT 0'0Al,'RIPK [DIXA N7y AT YA

O struct RelocationTypeOffsetItem
JUnd 7907 0710'0 |ND'T2 NAIMdN 7W N'017102X NAIMD N'7'oNn relocation tablen N'7av2 No'1d
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IRelocationDirectorylnfo A IMAGE_BASE_RELOCATION A
Interface Class
* AbstractStructure
< . A& ImageRelocationDirectory 2
Properties
" Properties
*  Buffer -
*  OffsetinBuffer *  SizeOfBlock
*  RelocationDirectorySize #  TypeOffsets
/ #  VirtualAddress
' Methods

" Nested Types

s ~
& AddressesOfCodelnDataSection TypeOffset o
Class
q A e
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Struct ° Properties
*  Offset
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#  Address - Methods
#  RelocationTypeOffset « ToString
* Tag ¢ TypeOffset
* Methods J
¢ RelocationTypeOffsetitem
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O class Disassembler : IDisassembler
172N0K NIKIINYG D'N2 YN wIon

O class Statistics : IStatistics
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IDisassembler A IStatistics
Interface Interface

Methods Properties
Disassemble #  AddedBytes

#  AddedInstructions

*  AddedJunkBytes

*  AddedJunkinstructions

*  Expandedinstructions
#  Misinterpretedinstructions
* Methods
IncrementAddedinstructions
IncrementinstructionExpanded
IncrementJunkinstructions
IncrementMissinterpreted|Instructions
“ Events

NewsStatistics
. V.

.(IDisassembler) 7%2nox m7ps miyony (IStatistics) ap w0 v X7 Pwnn :8 1K

O class InstructionWithAddressOperandDecider
IInstructionWithAddressOperandDecider

NISN7 *TO2 NWIT NP7NAN .NAIMD DY TINOIX 17N 172n0X NXIIN DR [INQ7 NMYONNY N7'7Nn
NIRINN 7W NIAMDA [TV NN NITIRON 1'W INKT7 DFTNDINA [DTY7 1X Nf'Y NIAIMDN NN
JIna

® namespace ObfuscationTransform.Core.Factory
O class Factory<T> : IFactory<T>
NIX D'YAI' NN NTAINY QXD NIR7NNA TIR2 NTAINY DIR7NN7 nNaait npnn 79 nnman

.CodeFactory NNAIT? .IT Np7NN
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y ructi
Interface

* lInstructionFactory

ForTransformationFactory ¥

* IFactory <IAssemblylInstructionForTransformation>

Interface

linstructionWithAddressOperandDeciderFactory v

* IFactory <linstructionWithAddressOperandDecider>

IFactory<T>
Generic Interface

° Methods

Create

IBasicBlockFactory
Interface

° Methods

Create

ICodeFactory
Interface

° Methods

Create (+ 1 overload)

>

IFunctionFactory
Interface

Methods

Create

ICodeObfuscatorFactory
Interface

° Methods

Create

IDisassemblerFactory
Interface

Methods

Create (+ 1 overload)

A

ICodelnMemorylLayoutFactory
Interface

Methods

Create

A

IRelocationDirectorylnfoFactory
Interface

i

0°%2pn X2 IFactory nk owrw ovpwnnn (Factories) maw 770%° miphma 0o 0o pwnn 19 K
020D MWNTI MNP Rw N Create n»xpnn? qunao

namespace ObfuscationTransform.Parser
O class CodeParser ICodeParser
QY91 NITIPO NN'WAN 112 TIPN 17200K NITIRD q¥n Ty NN1Snn np7nn

O class FunctionParser IFunctionParser
NINAN NP7NNN NYITYA TYNNYN NR7NNN .172100K NIXIIN Q¥ TN DY NN1YONN N7 nn

N7'o>N NP7NNN .NNIK 02D D10'0aN D'RI7AN DNNAIL,NNNAN?'NNN DY |20 YIapY? "D
.0"0'01 07172 NN

O class FunctionPrologParser IFunctionPrologParser
Y7219 N7NNN NIAX'AN 172N0XKN NITIRO DN NNWONN NE'7Nn

O class FunctionEpilogParser IFunctionEpilogParser
N'X2219 QI0 Niax''n 172Nn0KN NITE?S Dnn NNYOSNn np'mn

O class BasicBlockParser IBasicBlockParser
172Nn0XN NITIPD ¥ NIX 1721 NZ7NNN .172Nn0X NITIRS ¥n 07v '0'0a 192 NNIYO9NN N7 NN
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namespace ObfuscationTransform.Parser.Factory

namespace ObfuscationTransform.Transformation
O class CodeTransform : ICodeTransform
NIXPAD ,NIRIN NN'YWA 7000 TI7 79 TN N1an NN Ag'7nnn AN TI77 Tip nmnn ng7nn

.0'wTN 07172l

O class InstructionWithAddressOperandTransform
IInstructionWithAddressOperandTransform
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NINAAIT

NIDTWA NAINSY POIPA TINDIR T QY AWIM jump DRI o

.0°N2 2 DIpna 0°N2 4 5w T3I0IR 72700 jump DR o

JL-Jump if less n7IP9 N 1930 .I0R OXIN QY A7IP? N9 PRIN DY X0 RN 0
JGE-Jump if greater or Equal 719

O class PeTransform : IPeTransform
UTN yaI7 ,jno'ma aximn (dil/exe 2"12) 7nam MmN yalz v nt¥ni1s011v yxan

QYW WTN) TIZ 7V yT' NAX'n ICode N'7Nn 0"V YNANN WTN YAIR? N'¥NIID01N0N
.(N"r¥nII1v0110L

O class RelocationDirectoryFromNewCode : IRelocationDirectoryFromNewCode
TN TIRI NNTIZ 0720 0"y nwTN relocation N'720 Nx''AN N7'7Nn

O abstract class TransformationBase
N'¥NII90110N .0'YWAIYN D'NY NoNI 'KIN Y NIx'oyp 2v nI'vnI®011LY 0'0a np"mn

NIDTIVA NIRAIN NN 700 NIXIN 7Y TN 75N DAY NIRAN AN n790n
LTI Q01 YT 12TV DDTIVN D'TINDINI

O class TransformationAddingUnconditionalJump
TransformationBase,ITransformationAddingUnconditionalJump

DATINY '9) 'NIN K77 NX'OFI NI9IN 'KIN 7V NX'O9PY7 'KIN 7V NX'OP N1'ANN N'¥NII901N0
Saxa

O class TransformationExecuter : ITransformationExecuter
2101 NI'YNIID01NL W X' NYXIANN NNn'wIN LTIy? 2V NI'YNI90110 NN'W NYXInNn n|7'7nn

.0'YaIun 0'NA NO1NI 'NIN 7Y nxX'sy Nnn
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ICodeTransform A IPeTransform A : ITransformationAddingJunkBytes

Interface Interface | Interface

i * IMransformation
* Methods * Methods

Transform e Transform
IRelocationDirectoryFromNewCode A ITransformationExecuter ¥ ITransformation A
Interface Interface Interface
* ITransformation
Methods Methods

CreateNewRelocationDirectoryinfo Transform

ITransformationAddingUnconditionalJump ¥

linstructionWithAddressOperandTransform
Interface

Methods

A\ Interface
* ITransformation

CreatelnstructionWithNewAddress
CreateJumplinstructionWithNewTargetAddress
CreateNegativeJumplnstruction
CreateUnconditionallumplnstruction
IncrementiumplnstructionTargetAddress
TryCreateNegativelumpintruction

TryTransformJumplnstructionTo4BytesOperandSize

v
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ITransformationExecuter e
ITransformationAddingJunkBytes e
ATransformationAddingUndconditionalJump e
7P %Y 301 L IPeTransform — n°10in 5y 739¥n7190170 207773 2R DOPwHnn
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JinstructionWithAddressOperandTransform — R 5v 7°¥n7190170

namespace ObfuscationTransform.Transformation.Junk

O class TransformationAddingJunkBytes : TransformationBase,
ITransformationAddingJunkBytes

13'7 D'M'RNNN 0D'XINN DX 0NN '0'0a |7I'73. Q02 O'YAIYN 0O'NA N0'IdNN N'XNMIIB01NL

O class JunkBytesProvider : IJunkBytesProvider
O"KRAPX DN D'WIAIYNN D'NAN D12 [N DIRAINN . NNIY NIRAIN '|7'7I'I DAY D'YIIvn D'N] 79501

Y'Y N1AN NNtk N1 A X7w 2

namespace ObfuscationTransform.Transformation.Factory
7w namespace -1 NIZ7NNN 227 n'X' NIE'7NN 1DIN2 TAKN namespace -
ObfuscationTransform.Transformation

namespace ObfuscationTransform.PeExtensions
O class ImageBaseRelocationSerializer : IImageBaseRelocationSerializer

.0'M1 q¥17 relocation -n N720 W NXTINN0 Y¥aNn

O struct RelocationTypeOffset
TN yop N'7'NNn VO'NIL,NO0"DN AI0N N1 N0 .Relocation-n N2V N0 IRNN

namespace ObfuscationTransform.Extensions
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O static class InstructionExtensions
JOI710QK1 'ON' [9IN] NX'OP7 TINOIX W YI?'N (120 ,07200K RN 2V NI7IYo 2'Nn

O static class PeFileExtensions
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.'IDI relocation-n N720 ,TI7n yopn ,(Entry Point)
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Interface
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Interface
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@ Transform
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push ebp
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call exff
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push ebp
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mov eax, [ebp+0x8]
push eax

call oxff

add esp, ox4

mov [ebp-0x4], eax
cmp dword [ebp-0x4], 0x0
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jmp ©0x199a
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mov eax, [ebp-0x4]
jmp @x19df
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call 0x37a :——
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call @xeb —
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pop ebp

ret <::J
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push ebp

mov ebp, esp
push ecx

mov eax, [ebp+0x8]

push eax
call oxff
add esp, ox4

mov [ebp-0x4], eax
cmp dword [ebp-0x4], 0x0

jnz 0x198f
jmp 0x199a
invalid

mov eax, [ebp-0x4]

jmp @x19df
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mov ecx, [ebp+@x8]

push ecx

call ox14f
add esp, 0x4
test eax, eax
jz 0x19b7

jmp ©x19d5
invalid

cmp dword [ebp+0x8], ©:

jz 0x19¢c6
jmp @x19de
call ox37a
jmp 0x19d5
call oxeb
jmp ©x196¢
invalid

mov esp, ebp
pop ebp

ret
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cvttsd2si edx, qword [ebp-0x75]
in al, dx

push ecx

mov eax, [ebp+0x8]
push eax

call oxff

add esp, 0x4

mov [ebp-0x4], eax
cmp dword [ebp-0x4], 0x@
jnz 0x198f

jmp ©x199a

and eax, 0x8bf10403
inc ebp

cld

jmp @x19df

mov dword [ebp-0x20], 0x51084d8b

call ox14f
add esp, 0x4
test eax, eax
jz 0x19b7

jmp @x19d5

jz ©x7d8399c3
or bh, bh

jz 0x19¢c6

jmp @x19de
call ox37a
jmp @x19d5

call oxeb @
¢

laae e o

jmp ©x196¢
lea ecx, [ebp-0x74c2041
in eax, Ox5d

ret
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